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Scenario

X

Present scenario
(as close to your
use-cases as
possible) including
architecture
diagaram

Discuss solution
approach with
focus on specific
categories

Paradigm

FHIR interoperability
paradigm as outline by HL7/
(RESTful API, Messaging,
Documents, Services,
Database / Persistent
Storage, Subscriptions
Framework). We'll also
touch upon servers,
facades, etc.

Tools

Tools and platforms you can
use

Security aspects including
both standard and
proprietary approaches,
authentication,
authorization, permissions
enforcement, etc.

DQA

Data quality monitoring and
cleanup aspects and
strategies
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Scenario

Sending COVID test to MoH

Sending COVID test to MoH #2

Get data from HMO -
CoverageEligibility

Provide CoverageElegibility to
hospital

Provide CoverageElegibility to
hospital #2

Provide CoverageElegibility to
hospital #3

Accept ServiceRequest for labs &
provide results data

Accept ServiceRequest for labs &
provide results data #2

Accept ServiceRequest for labs &

provide results data #3

Get vaccination updates

Get vaccination updates #2

SMART on FHIR patient app

Description

Generate FHIR bundles via your favorite integration tool, run profile validation on them
and put them in safe. Collect operation outcome files from save, pace them and feed
results into your DQA dashboard.

Generate FHIR bundles via your favorite integration tool and POST them to REST API.
Receive operation outcome response from API call and feed results into your DQA
dashboard.

Send CoverageElegibilityRequest and get CoverageElegibilityResponse or
OperationOutcome and handle errors

Recieve CoverageElegibilityRequest, fetch data from internal systems and send
CoverageElegibilityResponse or OperationOutcome

Recieve CoverageElegibilityRequest, fetch data from internal systems and send PN
CoverageElegibilityResponse or OperationOutcome =
Accept extended operation API call to check coverage eligibility, fetch data from internal ..
systems and return CoverageElegibilityResponse or OperationOutcome

Accept ServiceRequest in FHIR and route to backend system via internal mechanism.
Also handle requests for DiagnosticReports/Observations and fetch them from the
backend system. Note that you'll need to handle search, includes/revincludes, security
and terminology mapping

Accept ServiceRequest in FHIR via message and process it asynchronously. Once the
results are available send back DiagnosticReports/Observations via message. Mind
security and terminology

Accept ServiceRequest in FHIR via message and process it asynchronously. Once the
results are available push DiagnosticReports/Observations into full FHIR server that can .
be queried. A CQRS example

Get Immunization from MoH (corona, schools, etc.) via REST and push them into
backend system. You'll have to handle transactions, terminology mapping, validation
yourself. You should also consider cases where you'll receive unexpected data. You'll
also need to address identities reconciliation

Get Immunization from MoH (corona, schools, etc.) via REST into full FHIR server,
subscribe to changes on the server and stream them to your backend systems. You'll
also need to address identities reconciliation

Populate FHIR server with patient data and provided it to SMART on FHIR apps




>ending COVID tests to MoH

HO ! | MoH |

! =300 — FHIR bundles—»

1 —L ab results=>» f E, |

] . <—Operahon0utcome—‘_‘ \
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- FHIR bundles—»
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I e S

put them in safe. Collect | (Tibco BW6 with plugin, Talend, | parse and route exceptions to your

operation outcome files from nifi with HAPI client, DBT, etc.), I quality team. You should also send

save, pace them and feed results | Persistent |code (python, .net, java, node, |counts, but that doesn't havetobein | Implicit - provided by
into your DQA dashboard. |storage (Client) |etc.), HL7 Java validator |FHIR | safes

Internal Systems perationQuicome Cy‘berArfc DV Target processing !
(h20)) !
DQ/Monitoring/Audit

I | | I
: : I Run profile validation on bundles using :
Generate FHIR bundles viayour | | |HL7 Java validator. Route exceptions |
favorite integration tool, run | | Integration tool, preferably | to your quality team. Collect |
profile validation on them and : I with FHIR support | OperationOutcome files from MoH, :
I I
I I

|
'Description | Paradigm :Tools | DQA :Security



Sendmg COVID tests to MoH #2

HO | ! MoH !

FHIR REST—»

==60 —FHIR REST—)
—Lab resulis—»
@] : <—Operahon0utcome— L ‘(—OperahonOutcome—

Internal Systems “ Integration Data quer Target processing

tool OperationOutcome

Pre-shared key in the
' he:ader + TLS/VPN

DQ/Monitoring/Audit

Generate FHIR bundles via your

I
| Integration tool, preferably I :

I
I
I
favorite integration tool and I with FHIR support | It's advised to run profile validation on |
POST them to REST API. Receive | [ (Tibco BW6 with plugin, Talend, | bundles before POSTing them. Receive |
operation outcome response | letc.), code (python, .net,java, | OperationOutcome response from |
from API call and feed results : | node, etc.), HL7 Java or another | MoH, parse and route exceptions to : Pre-shared key in the
into your DQA dashboard. IREST API (Client) IvaIidator | Your quality team |header+TLSNPN
| . . [ . [ | | .
'Description Paradigm | Tools I DQA 1Security



Get data from HMO - Coveragetligibility -

——Identifier—>» FHIR REST—) d FHIR REST—>
Result ) OperatlonOulcome.‘_ OperationOutcomel
¢ CoverageEligibility ‘ ‘g._,l ) “— CoverageEligibility
Kiosk | Integration OperationOutcome Data Pq.ver Target processing
tool ‘ EAN
g | Pre-shared key in the
T " header + TLS/VPN
e )
DQ/Monitoring/Audit
I I | s |
| | | You can run full profile validationon |
I I | CoverageElegibilityResponse, but I
Send CoverageElegibilityRequest | I Integration tool, preferably I since there is custom business logic I
and get : :With FHIR support : required to process response, you :
CoverageElegibilityResponse or | (Tibco BW6 with plugin, Talend, | might do all validation there. You will |
OperationOutcome and handle | jetc.), code (python, .net,java, |need to handle OperationOutcome | Pre-shared key in the
errors | REST API (Client) | node, etc.) | with errors | header + TLS/VPN
| . | ) | | | g
'Description IParadigm ITools IDQA ISecurity



Prowde CoverageEleg|b|I|ty to hospital

....................................................

——FHIR REST—»
OperatlonOutoomel
CovemgeEigiuily

Source processing Data quer

/\s

FHIR REST—> w

OperationQutcome/

ﬂl;,

< CoverageEligibility

I Pre-shared key i m thé
i header + TLSNPN

._4__

Integration tool/ Internal Systems |
facade |

valndaton

. 5
| ]
' e N
e r 4
PR
.-. ) L2, s
. =
'
sl sy
z v o
B o8
' Yyt A
Ve
A . -
Z
'
\ v 1‘
'
'
'

DQ/Monitoring/Audit




Prowde CoverageEleg|b|l|ty to hosp|ta| #2

HO . Enforce permissions HMO |

__ OperationQutcome/ _;___;.-' -
W\ CoerageEigibility |

OperationOutcome/

K/ [—FHIR REST+token—>| || |

<

CoverageEligibility

4—Response—

Request =00
FHIR REST+token—» O v QIWSTelE.
{j A

<

| Source pfocessing Data Power

Integratjon tool/ Internal Systems
facpde

Oauth2
Client Credentials Flow

token v
‘ " y ALY . ;Ttion
Client registration & preauthorization, o -
(OAuth2 Dynamic Client Registration Protocol) i E O E
Authorization DQ/Monitoring/Audit
server i
: : : :Authenticate using SMART Backend
| | | You can run full profile | Services profile
Receive I I I validation on | Requires preauthorization (registering of
CoverageElegibilityRequest, | | | CoverageElegibilityRequest, Iservice, keys exchange) and use of client
fetch data from internal systems : :Tibco BWé6 with : but most of the validationis | credentials grant flow.
and send | (plugin, Hapiorany  |business logic, so it makes | FHIR server is still responsible for
CoverageElegibilityResponse or |REST API | other commercial | more sense to do custom | validating access token and enforcing
OperationOutcome ! (facade) !fagade options, code !validation instead ! permissions
| T T T T
Description IParadigm !Tools IDQA ISecurity




Prowde CoverageEleg|b|I|ty to hospital #3
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FHIR REST FHIR REST
ScheckCoverage > Request
ﬂpii"pﬁ“’ A=
OperatlonOuloomel ‘ OperationOutcome/ {o{ali0]
CovetageEigiuily CoverageEligibility |
| Source processing Data quer Integration tool/ Internal Systems |
' facade i

CoverageEligibility

' " validation
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header + TLSVPN | B 5
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Accept SerwceRequest for Iabs & prowde results data

Enforce permissions

FHIRREST i~ FHIR REST Request

Source processin ServiceRequest '1‘”] ~ ServiceRequest \MQ/Ws/egc? =300
5 = apr 7 R . DQ/Monitoring/Audit |
' <AL esponse . :

FHIR REST query” ' © FHIR REST query

DiagnosticReport/ Data Po wer  DiagnosticReport/ |ntegration tool/ Internal Systems
« Observation N Observation facdde
+ Source processing Pre-shared key in the CI©]
| header + TLS/VPN o] <
' =]

Search Engine

Accept ServiceRequest in FHIR and
route to backend system via internal
mechanism. Also handle requests for
DiagnosticReports/Observations and

: :You can run full profile validation on

I | ServiceRequest, but most of the validation
I lis business logic, so it makes more sense to
: | do custom validation instead. You should

fetch them from the backend system. ITibco BWé6 with I also do some sort of validation (but not

Note that you'll need to handle search, |plugin, Hapiorany |necessarily full profile) on

includes/revincludes, security and REST API | other commercial | DiagnosticReports/Observations to make |Pre-shared key in the
terminology mapping (facade) I facade options, code |sure they are valid before serving them I header + TLS/VPN
| . . . ' ' ' ;
Description IParadigm !Tools IDQA ISecurity
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Accept SerwceRequest for labs & prowde results data ﬁ"

Request
Source processing  SeTViceReauest ServiceRequest MawWs/ete ] Fﬁi

>
IR Message bundie FHIR Message bundie Event

DiagnosticRepol DiagnosticReport/ Internal Systems
Observation n‘ll%sage Bus Observation Sy

Source processing

Terminology Server




Accept SerwceRequest for Iabs & prowde results data #3

ey FHIR Message Enforce permissions

K_J " SericeRequest ~
: i ) Request
i FHIR Message (MQ/WS/etc.]

+ Source processing Message Bus ServiceRequest ~ {_@

FHIR REST query “~. FHIR REST query

DQ/Monitoring/Audit |

CQRS Example

DiagnosticReport/ l l " DiagnosticReport/ Integration tool/ Internal Systems
Observation | “‘ ‘ Observation facade
' Oauth2  Data Power ¢
| Source pfocessing ciient Credentials Flow| | 11111 >
' | j - i Update Data
Of—1=_
. v » q TTITY a FHIR
+ Client registration & preauthorization ¢! . L Server
(OAuth2 Dynamic Client Registration Protocol) | | Authorization
N | ! server
| | I L
| | | You can run full profile validation
Accept ServiceRequestin FHIR | | Inbound - Tibco EMS |on ServiceRequest, but most of the | Inbound - Implicit - provided by
via message and process it I I with plugin, Kafka I validation is business logic, so it I messaging infrastructure & VPN.
asynchronously. Once the results : :with code, etc. : makes more sense to do custom | Outbound - using any
are available push | Outbound - Full FHIR | validation instead. You should also | authentication/authorization
DiagnosticReports/Observations |Messaging + jserver (HAPI, any of | enable profile validation on | mechanism (i.e. - SMART backend
into full FHIR server that canbe | REST API | the commercial | DiagnosticReports/Observations |services) but FHIR server must

queried. A CQRS example ! (server) ! options) ! in FHIR server ! enforce permissions
T T T T

|
Description IParadigm !Tools IDQA ISecurity
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['I)Q/'Monitoring.fAudit Terminology Server MPI

Get Immunization from MoH (corona,
schools, etc.) via REST and push them into
backend system. You'll have to handle
transactions, terminology mapping,
validation yourself. You should also
consider cases where you'll receive
unexpected data. You'll also need to
address identities reconciliation

REST API
(facade)

:Tibco BWé6 with plugin,
| Hapi or any other
| commercial facade

:You should do full profile validation on :
| received data and surface errors to your |
I DQA team and send OperationOutcome |
I back to MoH. If online validation is too |
resource-intensive, you can do it :
|asynchronously. You'll also need to handle |
| identity reconciliation (as you might get | Pre-shared key in the

| options, code
I

! different business identifiers). | header + TLS/VPN
T



Get vaccination updates #2

MoH | HMO !

FHIR REST . —
FHIR REST Immunization | — r
BUTarE » &=[7 Subscription
bundle —| &/ | >
OperationOutcome — |
! Source processing Data Power FHIR Integrafion tool
I Vahdation and audit Senver
Update Data

Pre-shared key m thé

header + TLS/VPN | .
s =00 ==00) |

Ak 1

L F @Q@ Q@ 1

TITTIT ” |

NV P ; ; Internal Internal |
DQ/Monitoring/Audit Terminology Server MPI :

! 9 I ' 9y Systems Systems .

Get Immunization from MoH
(corona, schools, etc.) via REST

I

|

| | You should enable full profile validation on received data
into full FHIR server, subscribe :

|

|

I and surface errors to your DQA team and send

to changes on the server and I Full FHIR | OperationOutcome back to MoH. If online validation is too

stream them to your backend server (HAPI, | resource intensive, you cando it asynchronously. You'll also

systems. You'll also need to | REST API |any of the | need to handle identity reconciliation (as you might get

address identities | (server) & | commercial | different business identifiers). some servers provide | Pre-shared key in the
reconciliation ! Subscriptions !options) !support for it, and you can also use a MPI FHIR server. ! header + TLS/VPN
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SMART on FHIR patient app
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(Seneral
Guidelines

Laziness is a key to interoperability!
(avoid doing anything "special’)

. Prefer REST

. Permissive interfaces

. Don't lock yourself into vertical use-case
. Each paradigm can change security model







